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Redefining Web Security: CyberArk + SquareX Integration

Combining CyberArk's identity centric secure browser, secure web session with SquareX's
innovative cloud-based isolation and threat detection creates a comprehensive web
security ecosystem. This integration achieves holistic web security that adapts to your
environment and evolving threats.

Key Integration Benefits:

e ThreatIntelligence Sharing. Integration creates a shared threat intelligence
platform, combining insights browsing activities for enhanced threat detection.

e Detection and Blocking Malicious /Suspicious files

e Bloking Malicious Browser Extensions

e DLP policies for Files, Clipboard, Web & GenAl

e Identity Attacks policies

e Content Disarm & Reconstruction

e Adaptive files and URLs isolation based on risk

e Comprehensive audit trail on attack vector

How it works:

e Install and configure CSB/SWS : Cyberark Secure Browser Instalaltion instructions

e Contact SquareX team and get access to SquareX Enterprise including
administrator credentials to management console to create policies and manage
settings. Review SquareX documentation:
https://enterprise.preview.sqrxenterprise.com/product/docs/intro

e Review SquareX use cases/demo videos at: https://sgrx.com
e Invite users from SquareX management console

e Install SquareX browser extension in Cyberark Secure browser and login as invited
user


https://docs.cyberark.com/secure-browser/latest/en/Content/GetStarted/SB_Introduction.htm
https://enterprise.preview.sqrxenterprise.com/product/docs/intro
https://sqrx.com/
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Referto SquareX and CyberArk CSB (CYBR Secure Browser) documentation and
integration video to create sample SquareX policies for web applications managed
by Cyberark CSB\SWS
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Contact your Cyberark and SquareX representatives with any additional questions.



